Installation and Configuration Guide for Java

Overview

This guide provides detailed instructions for installing Java and configuring its security settings,
specifically tailored for accessing ASYCUDAWorld. It is essential to use Java Version 8 to achieve
the necessary compatibility and security for successful login to ASYCUDAWorld.

The Java software can be downloaded from https://www.java.com/en/download/manual.jsp

Part A. Java installation

If Java Version 8 is already installed in your computer then go to Part B.

Double click on the Java executable file. Click on Install.
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Java provides safe and secure access to the world of amazing Java content. From business solutions to
helpful utilities and entertainment, Java makes your internet experience come to life.

Note: No personal information is gathered as part of our install process.

Click here for more information on what we do collect.

Click Install to accept the license agreement and install Java now.
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Part B. Java Security Configuration

1. Once the Java software is installed, open Configure Java. You can search for this from the search
bar in the taskbar.
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o results ¢
£ configure java app >
L configure java settings >
£ configure java panel >
£ configure java windows 10 >
£ configure java windows 11 >
£ configure java update >
L configure java download >
£ configure java_home >
L configure java control panel >
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|£| Java Control Panel

General Update Java Security Advanced

Enable Java content in the

Security level for applications not on the Exception Site list

O Very High

Only Java applications identified by a certificate from a trusted authority are
allowed to run, and only if the certificate can be verified as not revoked.

O High

Java applications identified by a certificate from a trusted authority are allowed to
run, even if the revocation status of the certificate cannot be verified.

Exception Site List

2. Click on Configure Java to open Java Control Panel

|£| Java Control Panel - X

Update Java Security Advanced

About

View version information about Java Control Panel.
About...
Network Settings

| Network settings are used when making Internet connections. By default, Java will use
the network settings in your web browser. Only advanced users should modify these
i settings.

Network Settings...
Temporary Internet Files

Files you use in Java applications are stored in a special folder for quick execution later.
Only advanced users should delete files or modify these settings.

| Settings... View...

| Java in the browser is enabled.
See the Security tab

| Cancel Apply

3. Select the “Security” tab

Applications launched from the sites listed below will be allowed to run after the

appropriate security prompts.

Click Edit Site List...
[to add items to this list.

Restore Security Prompts

OK

Edit Ste L., | Qe /| (C|ick on “Edit Site List..."

Manage Certificates...

Cancel Apply




|£ | Exception Site List X

Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.

Click Add to add an item to this list.

- O Click on "Add”

| ] Remove

"Iy FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

oK Cancel

6. Add this URL https://palau.asycuda.cloud/ASYCUDAWorld.inlp NOTE:

Ensure that it is typed exactly as above.

| £ Exception Site List e

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Location

.ttps:,.",."palau.asyn:uda.dnud,.’.ﬁ.SYCUDA'nﬁ.n'orld.jnlp|

7. Click on "OK"

Add Remove,

Wh FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

Cancel



https://palau.asycuda.cloud/ASYCUDAWorld.jnlp

| Java Control Panel
General Update Java Security Advanced

8 Enable Java content in the browser

Security level for applications not on the Exception Site list

() Very High
Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

O High
Java applications identified by & certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

You should see the URL which you

Exception Site List entered here.

Applications launched from the sites listed below will be allowed to run after the security
prompts,
https:/fpalau. asycuda. doud/ASYCUDAWorld . jnip
Edit Site List. ..
Restore Security Prompts Manage Certificates. ..

8. Click on "OK" to complete the
configuration.

|£] Java Control Pane

| General Update i pmEm— 9. Click on "Update” tab

| ? The Java Update mechanism ensures you have the most updated version of
i 1| the Java platform. The options below let you control how updates are obtained
e

and applied.

Notify Me: Before downloading ~
() check for Updates Automaticall Advanced. Uncheck the “Check for Updates Automatically” checkbox.
Java Update - Waming X .
You have chosen to stop automatically checking - CIICk on DO N ot CheCk .
for updates and will miss future security 4 ‘ Y
A

updates. Click on "Apply” and "OK".

We strongly recommend letting Java periodically check for newer versions to
NOTE: Do NOT update JAVA

ensure you have the most secure and fastest Java experience.

Check Weekly Do Not Check

Update Now

Cancel Apply



Part C. Login in to ASYCUDAWorld

The Java security configuration is complete! You may navigate to www.bcbp.pw and login to
ASYCUDAWorld.

1. Open any browser and go to www.bcbp.pw
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PASYCUD
Bureau of
Get Customs &
Ready ! Border
* Protection

We are working on something really
cool.

4 Download Java

Contact us at customs@palaugov.org

3. A file named ASYCUDAWorld_live.jnlp will be downloaded once you click the Login button.

PR R VBRI~ R 4. Open the file.
Downloads B oa e P Note: It depends on the browser
| ASYCUDAWorld ive (5)jnlp where the file is downloaded. The file
 Openfile usually appears on the browser,

however if you don't find it, then
check the downloads folder.

Java Update Needed

w Your Java version is out of date.

= Update (recommended)

Get the latest security update from java.com.

5. If this prompt appears, check “Do
- Block . " H u .
Block Java content frem running in this browser session, not ask again...... and Click “Later:

= Later
Continue and you will be reminded to update again later.

[7] Do not ask again until the next update is available.



http://www.bcbp.pw/
http://www.bcbp.pw/

Do you want to run this application?

= DSS_WITH_AES_128_CBC._!

6. Check "Do not show this again
and click "Run”

7. Enter the username and password
provided by BCBP to enter the system.

Note: On first login, you will be
required to change the password

**End of document**



